CITY OF WHITE SALMON, WASHINGTON
RESOLUTION NO. 2013-11-375

A RESOLUTION OF THE CITY OF WHITE SALMON, WASHINGTON
ADOPTING HIPAA POLICIES FOR THE CITY OF WHITE SALMON.

WHEREAS, the city has in place a personnel policy that does not address the privacy
provisions of the Health Insurance Portability and Accountability Act (HIPAA); and

WHEREAS, the city recently signed a contract requiring that those provisions be
adressed; and

WHEREAS, the City Council finds the adoption of this resolution to be in the best
interest of all city employees;

NOW THEREFORE BE IT RESOLVED, the City Council for the City of White Salmon
hereby adopts the following policies as described in Exhibit "A", attached hereto and
incorporated by reference, for the benefit of employees and managers.

APPROVED AND PASSED by the City Council of the City of White Salmon,
Washington at its regular meeting this 6™ day of November 2013.

YA
et T e

David Poucher, Mdyor
ATTEST: APPROVED AS TO FORM:

i e AN 2L

Leana Johnson, Clerk/Treasurer Kennev Woodrich, Clty Attorney




Exhibit “A”

City of White Salmon, Washington

HIPAA POLICIES

Adopted November 6, 2013, City of White Salmon Resolution No. 2013-11-375.



1.0 GENERAL

1.1

1.2

The purpose of this policy is to implement the relevant privacy provisions of
the Health Insurance Portability and Accountability Act (HIPAA) and the
regulations promulgated thereunder.
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2.0 DEPARTMENTS/ DIVISIONS AFFECTED:

This policy shall apply to all City divisions and departments.

3.0 REFERENCES:

Health Insurance Portability and Accountability Act of 1996, Pub.L.No. 104-191
(Aug. 31, 1996)
45 CFR Subtitle A, Parts 160 and 164

4.0 DEFINITIONS

4.1

4.2

4.3
4.4

4.5

"Business Associate" means an entity that assists another entity covered by
HIPAA to perform a function or activity regulated by HIPAA's administrative
simplification mandates or that provides certain services (for example, legal or
consulting services) involving the use or disclosure of individually identifiable
health information.

"Health Insurance Portability and Accountability Act of 1996 (HIPAA)" means a
federal law, enacted in 1996, that made comprehensive changes to the
portability of health insurance and established privacy rules. Pub.L.No. 104-
191 (Aug. 21,1996).

"Participant” means an employee or former employee who is or may become
eligible to receive a benefit from a plan.

"Privacy Officer (Also referred to as Privacy Official at times.)" means the
person designated by the employer or health care entity to monitor the entity's
privacy responsibilities and to resolve complaints filed by participants
regarding privacy issues.

"Protected Health Information (PHI). (Also referred to as Personal Health
Information at times.)" means individually identifiable health information that is
maintained or transmitted in any form by any entity covered by HIPAA, such
as health plans and most health care providers.
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5.0 POLICY

5.1 It is the policy of the City that specific individuals within the City's workforce
are assigned to the responsibility of implementing and maintaining the Health
Insurance Portability and Accountability Act (HIPAA) privacy requirements.
Furthermore, these individuals will be provided sufficient resources and
authority to fulfill their responsibilities. At a minimum, there will be one
individual designated as the Privacy Officer by the Mayor or City
Administrator.

52 The Privacy Officer, in conjunction with the appropriate administrative
departments, shall:

a) prepare participant consent/authorization forms consistent with HIPAA,;

b) prepare and distribute privacy notices to participants about the use and
disclosures of protected health information;

c) review the process for storing information to allow for the tracking of
disclosures and accessing of participant records;

d) review all contracts with City "business associates" to safeguard protected
health information;

e) train employees having access to protected health information and
maintain records of the training; and

f) establish an internal complaint resolution process for participant
complaints related to these policies.

5.3  Uses and Disclosures of Protected Health Information

5.3.1 Protected health information may not be used or disclosed except
when at least one of the following conditions is true:

a) The individual who is the subject of the information has authorized
the use or disclosure.

b) The individual who is the subject of the information has received
an appropriate Notice of Privacy Practices (or if a dependent, the
named insured has received Notice), thus allowing the use or
disclosure and the use or disclosure is for treatment, payment or
health care operations.

¢) The individual who is the subject of the information agrees or does
not object to the disclosure and the disclosure is to persons
involved in the health care of the individual.

d) The disclosure is to the individual who is the subject of the
information or to the U.S. Department of Health and Human
Services for compliance-related purposes.

e) The use or disclosure is for one of the HIPAA "public purposes"
(i.e. required by law; determination of benefits under the FMLA,
ADA, workers compensation leave, and other disability claims;
etc.).

5.4 Complaints

5.4.1 All complaints relating to the protection of health information shall be

investigated and resolved in a timely fashion. All complaints will be
addressed to the Privacy Officer who will be duly authorized to
investigate complaints and implement resolutions if the complaint
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stems from a valid area of non compliance with the HIPAA Privacy
Rule.
5.5 Prohibited Activities
5.5.1 No employee or contractor may engage in any intimidating or
retaliatory acts against persons who file complaints or otherwise
exercise their rights under HIPAA regulations.
5.6 Mitigation
5.6.1 The effects of any unauthorized use or disclosure of protected health
information shall be mitigated to the extent possible.
5.7 Safeguards
5.7.1 Appropriate physical safeguards will be in place to reasonably
safeguard protected health information from any intentional or
unintentional use or disclosure that is in violation of the HIPAA Privacy
Rule. These safeguards will include physical protection of premises
and protected health information, technical protection of protected
health information maintained electronically and administrative
protection. These safeguards will extend to the oral communication of
protected health information.
5.8 Business Associates
5.8.1 Business associates must be contractually bound to protect health
information to the same degree as set forth in this policy. Further,
business associates who violate their agreement will be dealt with first
by an attempt to correct the problem, and if that fails by termination of
the agreement and discontinuation of services by the business
associate.
5.9 Retention of Records
5.9.1 The HIPAA Privacy Rule records retention requirement of six years
will be strictly adhered to. All records designated by HIPAA in this
retention requirement will be maintained in a manner that allows for
access within a reasonable period of time. This records retention time
requirement may be extended at the City's discretion to meet with
other governmental regulations or those requirements imposed by the
City's professional liability carrier.
5.10 Violation of this policy or the procedures established pursuant to it may subject
the offending employee to formal discipline.

6.0 PROCEDURE
6.1 Complaint Procedure

6.1.1 A complainant is encouraged to use the following complaint procedure
to resolve complaints of violation of privacy pertaining to private health

information under HIPAA regulations.
a) The complainant must inform the Privacy Officer for the City of
White Salmon immediately when there is an allegation of violation
of private health information under this policy. The City's Privacy
Officer is Leana Johnson, who may be contacted at: City of White
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Salmon, 100 N. Main, PO Box 2139, White Salmon, WA 98672
Telephone: (509) 493-1133 x205.

b) The information in support of the allegation must be provided in
writing in the form of a memorandum and must include the
following:

1) Name of the complainant

2) Date and time of the complaint

3) Basic facts describing the nature of the alleged violation
4) Name of the staff member who received the complaint.

c) The Privacy Officer shall provide a written response to the
complainant pertaining to the resolution of the complaint within
thirty days of the receipt of the complaint.

d) If the complainant is not satisfied with the resolution of the
complaint, an appeal of the Privacy Officer's decision may be filed
with the Mayor. The appeal must be filed within fifteen days of the
employee's receipt of the Privacy Officer's written response.

e) The Mayor shall respond in writing to the complainant within fifteen
days of the receipt of the appeal.

f) If the complainant is not satisfied with the response from the
Mayor, they may also file a complaint with the Secretary of the
U.S. Department of Health and Human Services at 1-877-696-
6775.

6.2 This complaint procedure shall not rescind any procedures available under any
existing federal or state law.

6.3 All employees of the City of White Salmon are encouraged to use the internal
complaint procedure whenever it is believed that a violation has occurred.

6.4 No individual will be retaliated against or otherwise adversely affected in
employment as a result of making a complaint under this policy or participating in
an investigation pertaining to a complaint under this policy or as a result of being
erroneously accused of having committed a violation.

6.5 Employees are required to cooperate fully in processing of the complaint.
Employees may be allowed to be accompanied by a union representative or a
person of comfort. If the employee chooses to be accompanied by an attorney,
the cost of the attorney will be the sole responsibility of the employee.

6.6 An employee who files a complaint that the employee knows to be false may also
be disciplined for filing the false complaint. Discipline may include dismissal.

7.0 RESPONSIBILITIES
The Clerk/Treasurer, in coordination with the City Administrator and Mayor, shall

administer this policy.

8.0 APPENDICES:
None
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RECEIPT OF THE CITY OF WHITE SALMON’S HIPAA POLICY

Please read the policy carefully to ensure that you understand the policy before signing this
document,

I certify that I have received a copy of the City of White Salmon’s HIPAA Policy. I understand
that it is my responsibility to read and comprehend this policy. I read and understand the
content, requirements, and expectations of the Policy and I agree to abide by the Policy
guidelines. I understand that if at any time I have questions regarding the Policy, I will consult
with my immediate supervisor or the Personnel Office.

I agree to observe and follow the HIPAA policy. I understand that failure to abide
by the policy could result in disciplinary actions.

Employee Name (Signature)

Employee Name (Please Print)

Department

Date
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